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1. The Chief of Naval Personnel (CHNAVPERS) has implemented
an initiative to mask all but the last 4 digits of the Social
Security Number (SSN) on permanent change of station orders.
Command security managers should be aware of this initiative.

2. The Deputy Commander, Navy Pergonnel Command (PERS-00B),
advised the masking of SSNs from orders is part of an effort to
reduce dependence on the SSN and the vulnerability of the Navy
to Privacy Act violations. The Manpower, Personnel, Training &
Education (MPT&E) Enterprise is systematically reducing the
exposure of our Sailors' personal information. CHNAVPERS is
conducting a comprehensive Enterprise-wide review of all
processes, forms, databases, and systems to determine where the
SSN i1s being used. The team is developing business rules for
assessing the requirement for SSNs in each instance and
adjudicating its continued use. This includes eliminating the
use of SSNs, masking SSNs, retaining SSNs, and improving
safeguards. This will impact the personnel security
profegsional as the full 9 digit SSN is requilired to screen
progpective gaing in the Joint Personnel Adjudication System
(JPAS) .

3. It is recommended that security managers contact their
command military administration officer who has access to the
Enlisted Distribution Verification Report (EDVR) and the Officer
Distribution Control Report (ODCR) to determine the full 9-digit
social securilty number.
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4, The CNO{NOY9N2) point of contact is Ms. Mary Anderson at
(202) 433-88%4 or manderson@ncis.navy.mil.
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